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“movie M may be playedhly once” or “play game G
at most twice before it is paid.”

regard to event occurrence. Examples incluge
the data provider revokes document D, the document
must not be used anymore,” and “document
must not be further distributeditil the author of-
ficially releases D.”

aren't completely covered by existing mechanisms.
These criteria will constitute one part of the future of

Event-de ned conditions de ne situations with control mechanisms that we’ll discuss later.

“ We divided the taxonomy (see Figure 1) into three
parts. Thewpplicability part de nes to which problems

Dand under which circumstances a certain mecha
nism can be applied. This category includes the us
age classes that can be controlled, supported usage

« Purpose conditions refer to the purpose of use obntrol requirements, limitations on a mechanism’s

ucdata. Data consumers often encounter requ
ments that limit the allowed purposes of use. For
ample, objects that are labelga personal use only”
shouldn't be used in a business context.

e Environment conditions relate to the organ
zational, technical, and physical environme

ireange of control, the supported data class, and-the re

eguired infrastructure that de nes the organizational
and technical conditions under which the mechanism
will work correctly.

i The implementation part of the taxonomy de nes

nhow the mechanism is implemented. This includes the

Examples include compliance with the Sarbaneslass of enforcement that the mechanism employs, the

Oxley Act, rewalls that are certi ed with respeg
to the Common Criteria, and the data consume
geographical location.

These conditions can all be combined to desc
more complex circumstances—for example, the
quirement “movie M mustbnly be viewedat most

three times and only within 30 days” combines a car

timplementation layer (the hardware, media, operating
r'system, or application), whether the mechanism’s im
plementation is distributed among provider and con
sumer, its logging capabilities, and information about
ittke licenses or policies the mechanism uses. The third
reategory of criteria is that @bn-functional properties
that include cost as well as the performance, reliability,
and privacy guarantees that a mechanism can provide.

dinality condition and a time condition. Moreover, A discussion of these is outside this article’s scope.
usage restrictions and action requirements can be

combined to form more complex policy statemen

tsApplicability

The following obligation combines an action re The applicability category contains several classi ca
quirement with a time condition and a usage restrigion criteria.

tion with a purpose condition: “data set D needs
be deleted within seven days and mustxclusively be used
for scientific purposes.”

Taxonomy of consumer-side

enforcement mechanisms
We present our taxonomy of consumer-side enfor
ment mechanisms for usage control, which co
both control and signaling mechanisms. We'll

later in this section that control mechanisms es
tially work in one of the following two ways: they ca
inhibit usage attempts (to enforce usage restricti
and they can execute additional actions (to enfg
action requirements), both under given conditio
A signaling mechanism is therefore a special inst
of a control mechanism because it executes a sp
type of action (the sending of signals) under gi
conditions. We'll see, however, that the signaling s
set isn't widely used yet, leaving much potential
future exploitation.

Overview

to
Usage class. This criterion de nes the classes of us
age to which a mechanism can be applied (process,
render, execute, manage, distribute). We distinguish
between three di erent levels of support for a given
class of usage.
ce Some usage classes @igletely disabled, mean
ey that a data consumer can't perform any usage of
sekem. This is typically the case for white-box usages
sehthe data is encrypted; no device can decrypt the
ndata and perform a usage on it. Usages can also be
pnd)ctively enabled, meaning that speci ¢ usages are pos
oretle, provided that the data consumer meets neces
nssary requirements. This is, for example, the case if
amcgevice possesses the necessary cryptographic keys.
edtinally, some usagesn’t controlled at all—that is, the
vaonsumer can perform them at will. Typically, these
ulare black-box usages.
for
Supported requirements. This criterion covers
whether the mechanism supports usage restrictions
or action requirements, and which types of cendi

Our taxonomy includes all criteria we deemed imtions it supports.
portant for classifying consumer-side enforcement

mechanisms. These criteria stem from studying e
ing mechanisms and from building conceptual-m

Xistmitations. This criterion de nes when and under
odvhich conditions a mechanism releases data from

els of consumer-side enforceméBut some criterial
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and under which circumstances a certain mechanism can be applied, implementation deXning how the mechanism is
and non-functional properties such as costs and performance.

N

Figure 1. Taxonomy overview. The taxonomy of control mechanisms differentiates between applicability, deXning to which problems

implemented,

shown on a screen, control generally ends becausedbdity of speci ¢ hardware. In terms @§anizational
screen can be photographed. However, watermarkingtrictions, we consider the organizational measuy
technology can enable further control. If data is modthat must be complied with for the mechanism
ed in a way that lets a mechanism trace its originyork as expected. If, for instance, certi cates m
the respective mechanism is said to be traceable, badssued according to a speci ¢ standard, then
untraceable otherwise. mechanism might not work properly if employe
can create arbitrary certi cates.

Data class. This criterion is concerned with the ckass ~ The required infrastructure di ers from enviror
es of data that a mechanism supports. Examplesraeat conditions in that the latter formulate usa
“streaming media” or “ les,” and also “text,” “video,| control requirements, whereas the former de ne p
“audio,” or “executable” content. conditions that must be satis ed if the control mec
nism is to work properly.

Required infrastructure. This criterion supplies +e
quirements on the infrastructure. These are dividddnplementation

into technical and organizational requirements| [he implementation category contains several -l
terms oftechnical restrictions, the question of which cation criteria as well.

class of media or devices is required for the mecha

nism to work is considered. In which technical en Class of enforcement. To enforce usage control-re
vironments would the mechanism fail? Operatinquirements, a control mechanism can do one of
systems, infrastructures such as regularly upddalowing?

directories, and available hardware de ne possible

instances of this category. For example, a mechanismhibition. The mechanism can inhibit attempte
that controls video output might rely on the avajl usage.

www.computer.org/security/ M
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* Finite delay. The mechanism can delay an attempteticense. A license is an agreement between a data con
usage until a speci ed condition is met (for examplsumer and a data provider. It contains usage require
until a payment is con rmed). We only allow nite ments that the consumer has committed to and de nes
delays because the inhibition function covers in what the consumer may and may not do with speci c
nite delays. data. Important aspects of license are the following.
Modification. The mechanism can modify the e ect
of a usage (for example, by downsampling an audictorage model. The license for given content can be
or video le’s output) or replace a usage with a dif stored together with the content, in either a local or
ferent one (such as open a le in read-only mgde remote repository.
instead of editing mode). * Negotiation. The license’s exact content can be de ned
Execution of actions. The mechanism can execute| a by the data provider, proposed by the data consumer,
required action such as sending a noti cation to theor negotiated in bidirectional communication.
data owner, triggering a micropayment, or deleting Group support. This category captures whether the
a document. mechanism’s licenses support grouping the subjects
or devices.

In principle, inhibition and execution of actionse Taget of license. A license can restrict di erent tar
are su cient to enforce usage control requirements. gets. For example, a license could state whether
The other two classes increase convenience: useesparticular device is allowed to perform a given
aren't allowed to perform a given usage, but theusage, or it might authorize a particular user to
mechanism “helps” them nd an alternative. The use any device he or she owns. The latter requires
di erence between usage control requirements andsome form of user authentication. Other licenses
the classes of enforcement is that the latter are jusedight state what will happen with a data object
to implement the former—the former describe what regardless of the device or user. Thus, a license’s
is desired, and the latter describe how to enfarcetarget could be an object, a device, a user, or any
that desire. combination thereof.
* Rights expression language (REL). What REL is used
Implementation layer. A control mechanism can be to specify licenses? Existing languages such as the
implemented in hardware (including media), -saft Open Digital Rights Language (ODRL; odrl.
ware, or a combination of both. Software resides amnet/1.1/ODRL-11.pdf) or the eXtensible rights
the application, runtime system, operating system, oMarkup Language (XrMLj might be supported
CPU level. fully or partially by a control mechanism.
* Propagation of rights. The propagation of rights ad
Distribution model. A control mechanism can either dresses two aspects, one of which is delegation. Does
be local or distributed. Local control mechanismsthe mechanism support the delegation of rights to
never need a connection to a server; one such examplether subjects? If yes, are the rights delegated as a
is CD copy protection. Distributed mechanisms arewhole or modi ed before? The other aspect is proc
divided into those that need a one-time connection essing. Are rights/licenses modi ed after process
and those that require recurring connections. Mecha ing operations? For instance, what is the resulting
nisms in the former category need to connect onlylicense when several data items are aggregated, such
once to fetch a license. as in a statistical application?

The latter category, to which all signaling mech
anisms belong, covers the cases in which the clientFor space reasons, we don't discuss the category of
and the server communicate more often. A furthamon-functional properties in this article.
distinction is between the client providing one-way
feedback to the server about how its data is use aﬁﬁate of the art:
the server being involved in the enforcement by, oEXIStlng control mechanism
example, counting usages. A combination of both We now turn our attention to a few existing control
also possible. mechanisms and analyze how they tinto our taxon
omy. In a survey of existing control mechanistuge
Logging capabilities. A control mechanism can havelooked at 28 di erent solutions. We covered signi
logging capabilities, which can be used for enforceant technologies for control mechanisms, provided
ment purposes (for example, a mechanism candog u& could get access to information in the literature or
ages to the end of enforcing cardinality constraintsn the Web.
Logging might also be required for compliance rea
sons, such as for being compliant to a standard |i&elected mechanisms
ISO 17779. To illustrate how we can apply the classi cation cri

48 IEEE §CURITY& PRIVEY W JULY/AAUGUST2008



Table 1. Mechanism overview.

Usage Control

OMA ADOBE WMDRM HDCP
APPLICABILITY
Controlled usages -white box, -white box, -white box, -white box,
+render, +process, +process, -black box,
+manage,* +render +render +render
+distribute”
Conditions time, time, time, u
cardinality, cardinality, cardinality,
event-deRned” event-deRned® event-deRned”
Limitations no control after rendering | little control after rendering | no control after no control after

IMPLEMENTATION
Class of enforcement

Layer of embedding
Negotiation

Rights language

*Both very limited.

inhibition,

execution of actions
not speciXed
automated,

data provider

subset of Open Rights
Digital Language

(watermarking)
inhibition

SW, optionally HW
automated,

data provider

Portable Document Rights
Language

X Only limited support in the form of revocation capabilities.

teria we presented in the previous section and to

rendering
inhibition

SW

automated,

data provider

subset of eXtensible
rights Markup Language

rendering
inhibition, modiXcation

HW
automated,
device

X

igentrol are rendering, management, and distributjon,
examples for the state of the art, we describe four aithough the latter two can be controlled only in4i
the surveyed technologies. We selected these partidted form. The OMA REL lets us restrict “export

lar technologies because they show a variety of-di gpermissions, which are de ned as allowing the export
ent approaches, illustrate some important points,| aofdDRM content and corresponding rights objects|to

are relevant in practice. Three of them—Adobe Livetarget systems other than the OMA DRM system.
,view this as a way to control content management.
and High-Bandwidth Digital Content Protection Furthermore, OMA contains the “forward lock” ep
heon, which is a weak mechanism that prevents content

Cycle Rights Management, Windows Media DR

(HDCP)—are implementations of mechanisms.

Open Mobile Alliance (OMA) DRM is a speci ea| from being forwarded—a (limited) form of control
tion of a mechanism. Table 1 gives an overview of|tHang distribution.
ndings according to our taxonomy.

In Table 1, in the row labeled “controlled usa

OMA also supports super-distribution by encrypt
ing content and issuing the rights objects with the
es,” a “-" stands for usage classes that are completglgessary keys separately. Super-distribution

disabled. A “+" stands for usage classes that cantlie the content can be freely distributed, but autho
selectively enabled. Note that the “+" overrides theized users and devices are the only ones who can use

disabled, we can selectively enable rendering.
classes that arent mentioned in the text arent coports multiple devices owned by one user.

trolled.

Adobe LiveCycle Rights Management. Adobe Live
0MA.The OMA has issued speci cations for DRM anCycle Rights Manageméhis a solution for inte

- that is, if we label white-box usages as completelhe content. Various types of data are supported| not
squs audiovisual data. Furthermore, OMA DRM su

mobile platforms, including mobile phones and handyrating rights management into distributed business
held devices (www.openmobilealliance.org/releaggocesses (and application servers). In terms -of| con

_program/drm_v2_0.html).

These

speci cationgrol mechanisms, policies stored at the server side are

de ne the mechanisms that di erent companies camsed to control usages including opening (viewing),

implement to ensure interoperability between theimodifying, and printing documents. Adobe Live
cle Management lets data consumers use documents
in an o ine manner, in which case usage might pe

DRM solutions.

OMA DRM uses a subset of ODRL (with a fe

additions) as an REL. The classes of usage that it cestricted for a speci ed amount of time.

www.computer.org/security/ M
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Adobe uses its proprietary Portable Docum
Rights Language (PDRL; www.adobe.com/devne
livecycle/policyserver/articles/pdrl.pdf) as an RE
In PDRL, license and policy are separated. A lice

emnly rendering devices can read the data. Black-box
t/usages can be controlled in a few cases, for example, if
Lthe data is stored on protected hardware.
nse Action requirements aren't widely supported. In
terms of conditions for usage restrictions, support for
temporal and cardinality conditions is widespread.
Event-de ned conditions are supported in very few
cases, mostly in the form of revocation capabilities.
Purpose conditions aren't considered by any exam
ined mechanism, and environment conditions aren't
supported either.
ent In most cases, control is lost once the data is ren
otlered. Watermarks can provide a limited form ef au
document and policy. The policy contains the exadliting and might therefore decrease the probability of
usage rules. PDRL contains a quite speci ¢ and linpolicy violations, a result of the intended deterrence.
ited set of rights but is designed such that it can bwever, this is suitable only for detecting illegal dis
extended in the future. tribution of data in hindsight. It remains to be seen
whether there will be irremovable watermarks that
are robust with regard to rendering operations.

Most current control mechanisms target
specific application areas and are concerned

with DRM of multimedia data.

creates the binding between a protected docun
and a policy by containing signed references to

Windows Media DRM (WMDRM). WMDRM 1 is
a DRM system for the Windows Media platform.
Originally designed to support secure delivery of mémplementation. Most of today’s control mechanisms
dia content to a PC or device over insecure networkare implemented in software and located at the ap
it has evolved to support a wider variety of usage rplication layer. This gives rise to serious security con
quirements. Still, it's tailored toward digital audio anderns regarding how to protect cryptographic keys
video content in the Windows Media format, both asand the decrypted content. Often, the solution to this
les and streams. WMDRM controls processing angdroblem is security by obscurity coupled with update
rendering operations on digital media. mechanisms: the code is obfuscated and no doeumen
WMDRM distributes the content in encrypted tation of the mechanism’s inner details is available.

form and supports super-distribution. The correspo
ing decryption key is distributed within a valid licen

which is bound to a client device. WMDRM use

XrML* as an REL, which supports a wide variety
conditions, including time conditions and cardinalit

nednce an attacker has gured out how the mechanism
sayorks and breaks it, the mechanism's manufacturer
supdates it quickly so that a new attempt to break it is
ofequired. However, this is a risky strategy; conceptual
y.weaknesses might not be easy to x, and the manufac

turer must ensure that old versions aren't being used
anymore.

Most mechanisms enforce by inhibition; that
ittey they either allow a usage or completely refuse it.
t BIDCP is the rare example of a mechanism that can
n@lso enforce by modi cation. The method of delaying
stored, recorded, or displayed on non-HDCP complia usage until a precondition is met was not encoun
ant devices. Alternatively, the content’s quality can lbered at all in the mechanisms that we surveyed, and
reduced if displayed on non-HDCP compliant devicesaction execution was supported only in very few cases.

High Bandwidth Digital Content Protection (HDCP).
HDCPde nes a DRM protection scheme for stream
ing encrypted audiovisual data between a transm
and a receiver. Applicable policies, which are se
the content provider, can prevent content from bei

IEEE §CURITY& PRIVAY

General observations

We can observe several signi cant points when look

at existing control mechanisms. Here, we concent
on the mechanisms’ applicability and implementat

Applicability. Most current control mechanisms-t

As we mentioned earlier in this article, many mecha
nisms today use the concept of super-distribution.

in

rateg?€ gap

oim this article, we've shown which features are present
in today’s existing control mechanisms. We now pin

r down the features that are necessary for control-mech

get speci ¢ application areas and are concerned wihisms in DRM applications as well as in the areas of
DRM of multimedia data, although the selection weprivacy, compliance, and enterprise computing. We’'ll
outlined contains exceptions. Therefore, most meclalso look at whether these features could or should be
anisms exclusively support audiovisual data. Usualllyplemented in future mechanisms.

mechanisms can inhibit white-box usages becatse en

cryption protects the data. In many cases, a mechaniSopported usage requirements

can selectively enable only rendering actions becailisecover application areas other than DRM, the

B JULYAUGUST2008



set of supported usages must further extend beyarah be embedded in these hardware compofefits.
processing and rendering of multimedia contenkloreover, there’s currently an increasing intere

Usage Control

tions. Of course, the existing control limitations angroviding di erent granularities of controlling the

the problem of protecting secrets remain and must v of information.

tackled separately.

Supporting black-box usage is even more di cultClasses of enforcement

because it requires full control over access to the ddEaforcement by inhibition, as done in most cases to
regardless of whether it's encrypted. This is possiligy, is su cient for preventing undesired usages. [To

on dedicated hardware devices such as DVD pl
but di cult on today’s personal computers (and o
problem here is that an application that has read
protected piece of ucdata must, in principle, not
allowed to perform any future storage or comn
nication activities). However, the widespread us¢
super-distribution reduces the need for controll
black-box usage, at least in the area of DRM.

Action requirements and event-de ned cond
tions should be straightforward to support and
necessary to express requirements such as tha
payment and noti cation, which often occur i
practice. Noti cation requirements are particula
important in privacy protection contexfSPurpose
conditions and organizational environment g
ditions, which are both important for privacy a
compliance, are di cult to enforce because they
fer to nontechnical aspects that often aren't visib
mechanisms. It remains to be seen how convinci
mechanisms can support these types of condit
Observation mechanisms are a possible solutig
this problem because a monitor can also take intg
count the results of audits, which we’ll discuss |
in the article.

Control limitations

The fact that rendering bounds the scope of con
is hard to overcome because rendered data is U
only if it's no longer encrypted. The only known wa
to keep a certain amount of control in such cases
using watermarks, and it isn't clear how more con
should be achieved except for improved waterms
ing schemes. In a limited way, it's possible to pro
the rendered output—for example, some screens ¢
easily photographed, and electromagnetic emis
can be reduced or contained.

Implementation layer

In most software-based solutions, protecting
cryptographic keys and the decrypted content are §
ous challenges. An increased availabilitaafware-
based protection such as smartcards and tr
platform modules could be a solution to this proble
For instance, the protection of cryptographic k

ygegher with mechanisms that execute actions, we| can
neyuarantee adherence to all policies. The fact that the
oexeecution of actions is supported by only a few mech
banisms today restricts the set of policies that can be en
uforced, but supporting it technically isn't a problem.
> of Implementing mechanisms that employ modi ca
ngon or delays shouldn't be very di cult either. A

increased use of modifying or delaying mechanisms
i could signi cantly enhance the user friendliness of
amontrol mechanisms. Imagine a policy that prohibits
seléying a movie in full quality for those who haven't
n paid for it, but lets everyone play it with reduced gual
ryity. Pure enforcement by inhibition would mean that

if the user tries to play the movie in full quality wit
nout prior payment, nothing happens. Enforcement by
ndmodi cation means that the movie is automatically
replayed in reduced quality. The use of delays could,
e flor example, mean that a mechanism delays playing a
nghyovie until it has triggered a necessary payment. In
oonther words, modi cation and delays can take same
nwork o the user and ensure that as much functional
D aly as possible is available to the user. This enhances
atarmechanism’s usability and is likely to increase|user
acceptance for such technologies.

Observation mechanisms
trole haven't found any readily available mechanisms
sdfiat implement the idea of observation mechanigms.
ay This is likely a consequence of the di culties ofo
stayning trustworthy signals. As mentioned in the In
trotoduction, however, this rather lightweight approach
arko usage control is particularly appealing in situations
teict which consumers are unlikely to allow the provider

Observation mechanisms are particularly
appealing when consumers want to restrict

the providers’ influence.

more control over their IT infrastructure. We could
usdeglue that if a mobile phone or handheld device,|for
2nnstance, implements trusted observation mecha
eysisms, then it will probably be equipped with su
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ciently powerful technology to allow for full contro|. a PC, a TV that receives the content from a media

Because usage control isn't only a matter of technglerver, and even on a mobile device, but DRM often

ogy but also of expediency, we see the applicahilipyohibits that movie from being played on all these

of observation mechanisms in the context of busingsatforms. The lack of interoperability increases users’

information systems rather than mobile phones ogluctance to accept DRM technologies.

handheld devices. Usage control is both a very important and a-chal

lenging problem. Some solutions for the enforcement

of usage control already exist, but to cover a wide

S ome of the gaps we've identi ed in this articlerange of application areas, these solutions need to ma
are at least partly addressed by current develdpre and expand. This leaves many interesting areas

ments. For example, the layer of embedding of comf current and future research that are of great practi

trol mechanisms seems to shift more and more towaral relevancél

the hardware layer. At least some parts of the control
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